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ABSTRACT : 

System, method, signal, operating model, and computer program for electronic messaging. 
Systems and method for providing security for communication of electronic messages, 
interactive sessions, software downloads, software upgrades, and other content from a 
source to a receiving device as well as signals used for such communications. Systems, 
methods, signals, device architectures, data formats, and computer program structures 
for providing authentication, integrity, confidentiality, non-repudiation, replay 
protection, and other security properties while minimizing the network bandwidth, 
computational resources, and manual user interactions required to install, enable, 
deploy and utilize these security properties. System, device, method, computer program, 
and computer program product for searching and selecting data and control elements in 
message procedural/data sets for automatic and complete portrayal of message to maintain t 
message intent. System, device, method, computer program, and computer program product 
for adapting content for sensory and physically challenged persons using embedded 
semantic elements in a procedurally based message file. 
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ABSTRACT : 



A medical gas alarm system for use in a healthcare facility having a medical gas system 
and having a network of computer devices is provided. The alarm system includes at least 
one area alarm controller adapted to receive a first signal indicative of a condition of 
a first portion of the medical gas system. The area alarm controller is adapted to 
communicate with the network. The alarm system also includes at least one master alarm 
controller adapted to receive a second signal indicative of a condition of a second 
portion of the medical gas system. The master alarm controller is adapted to communicate 
with the network. The area alarm controller is adapted to communicate with the master 
alarm controller through the network. 
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ABSTRACT : 



System, method, signal, operating model, and computer program for electronic messaging. 
Systems and method for providing security for communication of electronic messages, 
interactive sessions, software downloads, software upgrades, and other content from a 
source to a receiving device as well as signals used for such communications. Systems, 
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methods, signals, device architectures , data formats, and'^omputer program structures 
for providing authentication, integrity, confidentiality, non-repudiation, replay 
protection, and other security properties while minimizing the network bandwidth, 
computational resources, and manual user interactions required to install, enable, 
deploy and utilize these security properties. System, device, method, computer program, 
and computer program product for searching and selecting data and control elements in 
message procedural/data sets for automatic and complete portrayal of message to maintain 
message intent. System, device, method, computer program, and computer program product 
for adapting content for sensory and physically challenged persons using embedded 
semantic elements in a procedurally based message file. 
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ABSTRACT : 



System, method, signal, operating model, and computer program for electronic messaging. 
Systems and method for providing security for communication of electronic messages, 
interactive sessions, software downloads, software upgrades, and other content from a 
source to a receiving device as well as signals used for such communications. Systems, 
methods, signals, device architectures, data formats, and computer program structures 
for providing authentication, integrity, confidentiality, non-repudiation, replay 
protection, and other security properties while minimizing the network bandwidth, 
computational resources, and manual user interactions required to install, enable, 
deploy and utilize these security properties. System, device, method, computer program, 
and computer program product for searching and selecting data and control elements in 
message procedural/data sets for automatic and complete portrayal of message to maintain 
message intent. System, device, method, computer program, and computer program product 
for adapting content for sensory and physically challenged persons using embedded 
semantic elements in a procedurally based message file. 
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ABSTRACT : 



System, method, signal, operating model, and computer program for electronic messaging. 
Systems and method for providing security for communication of electronic messages, 
interactive sessions, software downloads, software upgrades, and other content from a 
source to a receiving device as well as signals used for such communications. Systems, 
methods, signals, device architectures, data formats, and computer program structures 
for providing authentication, integrity, confidentiality, non-repudiation, replay 
protection, and other security properties while minimizing the network bandwidth, 
computational resources, and manual user interactions required to install, enable, 
deploy and utilize these security properties. System, device, method, computer program, 
and computer program product for searching and selecting data and control elements in 
message procedural/data sets for automatic and complete portrayal of message to maintain 
message intent. System, device, method, computer program, and computer program product 
for adapting content for sensory and physically challenged persons using embedded 
semantic elements in a procedurally based message file. 
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ABSTRACT : 



System, method, signal, operating model, and computer program for electronic messaging. 
Systems and method for providing security for communication of electronic messages, 
interactive sessions, software downloads, software upgrades, and other content from a 
source to a receiving device as well as signals used for such communications. Systems, 
methods, signals, device architectures, data formats, and computer program structures 
for providing authentication, integrity, confidentiality, non-repudiation, replay 
protection, and other security properties while minimizing the network bandwidth, 
computational resources, and manual user interactions required to install, enable, 
deploy and utilize these security properties. System, device, method, computer program, 
and computer program product for searching and selecting data and control elements in 
message procedural/data sets for automatic and complete portrayal of message to maintain 
message intent. System, device, method, computer program, and computer program product 
for adapting content for sensory and physically challenged persons using embedded 
semantic elements in a procedurally based message file. 
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ABSTRACT : 



System, method, signal, operating model, and computer program for electronic messaging. 
Systems and method for providing security for communication of electronic messages, 
interactive sessions, software downloads, software upgrades, and other content from a 
source to a receiving device as well as signals used for such communications. Systems, 
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chitectures, data formats, and Computer program structures 
.for providing authentication, integrity, confidentiality, non-repudiation, replay 
protection, and other security properties while minimizing the network bandwidth, 
computational resources, and manual user interactions required to install, enable, 
deploy and utilize these security properties. System, device, method, computer program, 
and computer program product for searching and selecting data and control elements in 
message procedural/data sets for automatic and complete portrayal of message to maintain 
message intent. System, device, method, computer program, and computer program product 
for adapting content for sensory and physically challenged persons using embedded 
semantic elements in a procedurally based message file. 
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ABSTRACT : 



System, method, signal, operating model, and computer program for electronic messaging. 
Systems and method for providing security for communication of electronic messages, 
interactive sessions, software downloads, software upgrades, and other content from a 
source to a receiving device as well as signals used for such communications. Systems, 
methods, signals, device architectures, data formats, and computer program structures 
for providing authentication, integrity, confidentiality, non-repudiation, replay 
protection, and other security properties while minimizing the network bandwidth, 
computational resources, and manual user interactions required to install, enable, 
deploy and utilize these security properties. System, device, method, computer program, 
and computer program product for searching and selecting data and control elements in 
message procedural/data sets for automatic and complete portrayal of message to maintain 
message intent. System, device, method, computer program, and computer program product 
for adapting content for sensory and physically challenged persons using embedded 
semantic elements in a procedurally based message file. 
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ABSTRACT : 



System, method, signal, operating model, and computer program for electronic messaging. 
Systems and method for providing security for communication of electronic messages, 
interactive sessions, software downloads, software upgrades, and other content from a 
source to a receiving device as well as signals used for such communications. Systems, 
methods, signals, device architectures, data formats, and computer program structures 
for providing authentication, integrity, confidentiality, non-repudiation, replay 
protection, and other security properties while minimizing the network bandwidth, 
computational resources, and manual user interactions required to install, enable, 
deploy and utilize these security properties. System, device, method, computer program, 
and computer program product for searching and selecting data and control elements in 
message procedural/data sets for automatic and complete portrayal of message to maintain 
message intent. System, device, method, computer program, and computer program product 
for adapting content for sensory and physically challenged persons using embedded 
semantic elements in a procedurally based message file. 



Front | Review j Classification 



Sequences! Attachments I Claims KWC 



□ 11. Document ID: US 20020170050 A1 

L19: Entry 11 of 41 File: PGPB 



Nov 14, 2002 



PGPUB -DOCUMENT -NUMBER : 20020170050 
PGPUB-FILING-TYPE: new 

DOCUMENT-IDENTIFIER: US 20020170050 Al 

TITLE: Methods and apparatus for upgrading firmware in an embedded system 
PUBLICATION- DATE: November 14, 2002 
INVENTOR- INFORMATION: 



http://westbrs:9000/bin/ga^ 2/3/04 



NAME 

Fiorella, Daniel Charles III 

Gebhardt, Ronald L. JR. 

McGregor, Marlin F. JR. 

US - CL- CURRENT : 717/168 



CITY 

Blue Bell 

Delran 

Berwyn 



STATE 
PA 
NJ 
PA 



COUNTRY 
US 

us 
us 



RULE- 4 7 



ABSTRACT : 

The present invention provides methods and apparatus for upgrading firmware in an 
embedded system, without impacting the system. More specifically, the present invention 
enables an embedded system to be upgraded without any system downtime, by providing two 
application areas in non-volatile programmable read only memory. A processor can boot up 
and run from either application area. A fixed vector table is provided, which, in 
cooperation with a software vector table, enables the processor to maintain proper 
interrupt vector addresses while being able to run from either application area. 
Upgraded firmware can be loaded into one application area while the system is running 
from the other application area. Resetting the processor allows the system to run the 
upgraded version of firmware . 
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ABSTRACT : 



System, method, signal, operating model, and computer program for electronic messaging. 
Systems and method for providing security for communication of electronic messages, 
interactive sessions, software downloads, software upgrades, and other content from a 
source to a receiving device as well as signals used for such communications. Systems, 
methods, signals, device architectures, data formats, and computer program structures 
for providing authentication, integrity, confidentiality, non-repudiation, replay 
protection, and other security properties while minimizing the network bandwidth, 
computational resources, and manual user interactions required to install, enable, 
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deploy and utilize these^ecurity properties. System, devlfe, method, computer program, 
and computer program product for searching and selecting data and control elements in 
message procedural/data sets for automatic and complete portrayal of message to maintain 
message intent. System, device, method, computer program, and computer program product 
for adapting content for sensory and physically challenged persons using embedded 
semantic elements in a procedurally based message file. 
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ABSTRACT : 

The present invention relates to a process and a device for modifying code sequences 
written into a first memory (2) of a medium. A central processing unit (1) executes code 
sequences and the first memory contains a main program comprising at least one code 
sequence executable by the central processing unit (1) . The first memory also comprises 
a second, programmable nonvolatile memory (3) , and a third working memory (4) . A branch 
table TAB_DER contained in the second programmable memory contains at least one field 
containing reference data for a new code sequence stored in one of the memories. 
Branching instructions allow a deferred branch from the executed code sequence to the 
new code sequence written into one of the three memories. Instructions in the new code 
sequence allow the return to a point of the code sequence executed before the branch. 

23 Claims, 9 Drawing figures 
Exemplary Claim Number: 1 
Number of Drawing Sheets: 7 
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ABSTRACT : 



An integrated circuit (1720) includes a dual-port memory (3330.1) having a first memory 
port (Port A) and a second memory port (Port B) , a bus interface block (5010) including 
bus master (5016) and bus slave circuitry (5018), and a byte-channeling block (5310) 
coupled between the first memory port (Port A) and the bus interface block (5010) 
operable to convert non-aligned data addresses into aligned data. Advantageously, this 
invention includes a single bus master serving all application hardware. This relieves 
the host of the extra burden of communicating to slave circuits, reducing host I/O MIPS 
significantly. The digital signal processor with an ASIC wrapper of this invention 
together provide super-bus-mastering to access the entire memory space in the system, 
including the entire virtual memory space accessible by the host processor. Other 
processes, systems, devices and methods are also disclosed. 

2 Claims, 159 Drawing figures 
Exemplary Claim Number: 1 
Number of Drawing Sheets: 104 
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ABSTRACT : 



An audio information processing subsystem 200 is disclosed which includes a stream 
processor 100 for simultaneously processing multiple streams of audio data. Processing 
subsystem 200 also includes a program memory 202 coupled to stream processor 100 for 
storing instructions for controlling processing system 200 and a data memory 203/204 
also coupled to stream processor 100. Additionally, a direct memory access circuitry 208 
is provided for controlling direct memory accesses to a selected one of program memory 
202 and data memory 203/204. 

30 Claims, 144 Drawing figures 
Exemplary Claim Number: 1 
Number of Drawing Sheets: 64 
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ABSTRACT : 



A system for real-time digital signal processing employs a single-chip microcomputer 
device having separate on-chip program ROM and data RAM, with separate address and data 
paths for program and data. An external program address bus allows off-chip program 
fetch in an expansion mode, with the opcode returned by an external data bus. A bus 
interchange module allows transfer between the separate internal program and data busses 
in special circumstances. The internal busses are 16-bit, while the ALU and accumulator 
are 32-bit. A multiplier circuit produces a single state 16. times. 16 multiply function 
separate from the ALU, with 32-bit output to the ALU. One input to the ALU passes 
through a 0-to-15 bit shifter with sign extension. 

22 Claims, 31 Drawing figures 
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DATE-ISSUED: June 1, 1999 

INVENTOR-INFORMATION : 
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So; John Ling Wing Piano TX 

US-CL-CURRENT: 710/307 



An integrated circuit (2210) provides on a single chip for use with a first processor 
(106) off-chip, the following combination: first terminals (of 2232) for first 
processor-related signals and defining a first data width (32-bit) , second terminals for 
external bus-related signals (PCI), third terminals for memory-related signals (of 
2258), and a DRAM memory controller (2250) connected to the third terminals. Further on 
chip is provided an arbiter circuit (2230) , a bus bridge circuit (2236) coupled to the 
DRAM memory controller and to the second terminals, the bus bridge (2236) also coupled 
to the arbiter (2230), a second processor (2224) having a second data width (16-bit), 
and a bus interface circuit (2220)- coupling the second data width of the second 
processor (2224) to the first data width. The bus interface circuit (2220) further has 
bus master and bus slave circuitry coupled between the second processor (2224) and the 
arbiter circuit (2230). The bus bridge (2236), the bus interface (2220) and the first 
terminals and the DRAM memory controller (2250) have datapaths selectively 
interconnected in response to the arbiter circuit (2230) . Other devices, systems and 
methods are also disclosed. 

5 Claims, 159 Drawing figures 
Exemplary Claim Number: 1 
Number of Drawing Sheets: 104 
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ABSTRACT : 



A system for real-time digital signal processing employs a single-chip microcomputer 
device having separate on-chip program ROM and data RAM, with separate address and data 
paths for program and data. An external program address bus allows off-chip program 
fetch in an expansion mode, with the opcode returned by an external data bus. A bus 
interchange module allows transfer between the separate internal program and data busses 
in special circumstances. The internal busses are 16-bit, while the ALU and accumulator 
are 32-bit. A multiplier circuit produces a single state 16. times. 16 multiply function 
separate from the ALU, with 32-bit output to the ALU. One input to the ALU passes 
through a 0-to-15 bit shifter with sign extension. 
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ABSTRACT : 




A system for real-time digital signal processing employs a single-chip microcomputer 
device (10) having separate on-chip program ROM (14) and data RAM (15), with separate 
address and data paths for program and data. An external program address bus (RA) allows 
off-chip program fetch in an expansion mode, with the opcode returned by an external 
data bus (D) . A bus interchange module (BIM) allows transfer between the separate 
internal program and data busses (P-Bus and D-Bus) in special circumstances. The 
internal busses are 16-bit, while the ALU and accumulator (Acc) are 32-bit. A multiplier 
circuit (M) produces a single state 16. times. 16 multiply function separate from the ALU, 
with 32-bit output to the ALU. One input to the ALU passes through a 0-to-15 bit shifter 
(S) with sign extension. 
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ABSTRACT : 

A nested loop method for use in a memory test system to identify the width, depth, 
control line configuration, and part type of a synchronous memory, wherein bit patterns 
are retrieved from tables representative of a plurality of synchronous memories during 
execution of nested loops, from outer loop to inner loop, in the order of bank loop, RE 
loop, CE loop, CS loop, DQMB loop, and part type loop, and bits of an entry of a table 
occurring after a given entry are either a member of a superset or do not intersect bits 
of previous entries, and bits of an entry preceding the given entry are either a member 
of a subset or do not intersect bits of the given entry. 
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ABSTRACT: 

A transaction system (100) includes a linear memory (101). Memory locations are 
noncontiguous, allowing expansion of any memory area without hardware or software 
modification. Upon power-up the system accesses software stored in ROM (101-1) . This 
software includes the operating system. Once the system is operating under control of 
ROM (101-1) programs, vector tables are created to allow the system to locate those 
portions of memory containing predefined operations such as commands, subroutines, or 
data files. System operation is turned over to EE PROM (101-2) software which modifies 
the information in the vector tables (101-3b). Control is then turned over to an 
initialization program in a Battery backed up RAM (101-3), to update the vector tables 
to define additional files for which there are modified versions in RAM (101-3) . 
Application software in RAM (101-3) then executes, and the system utilizes the vectors 
for locating the most current version of the software stored in ROM (101-1), EE PROM 
(101-2), or RAM (101-3). 
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ABSTRACT : 

CHG DATE=19990617 STATUS=0> A data processing system has an erasable programmable read- 
only memory ( EPROM ) 22 for holding firmware, and an electrically-erasable programmable 
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read-only memory ( EEPR0M )^3 for holding patch inf ormation^pecif vinq modifications to 
be made to the firmware . In operation, code is copied from the EPROM into a random- 
access memory ( RAM ) 21 and is then patched using the information in the EE PROM . The 
EE PROM can be accessed by a remote computer, 18, to write new patches into it. The 
EE PROM has separate areas for holding new and trusted patches. In operation, an attempt 
is made to modify the code using the new patches. If this is successful, the new patch 
area becomes the trusted patch area. Otherwise, the system reverts to the existing 



trusted patches, if any. 
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DISCLOSURE TITLE: IBM Personal Computer-Based Automotive Electronic Diagnostic Character 
Set 

PUBLI CAT I ON- DATA : 

IBM Technical Disclosure Bulletin, October 1986, US 

VOLUME NUMBER: 2 9 

ISSUE NUMBER: 5 

PAGE NUMBER: 2265 - 2271 

DISCLOSURE TEXT: 

- This article describes a method of modifying the character generator read-only memory 
(ROM) of the color graphics adapter in an IBM personal computer (PC) in order to 
implement special character symbols used in automotive applications. Once encoded into 
ROM these special symbols can be accessed in the alphanumeric mode similar to a standard 
ASCII character. Thus, a typical automotive repair manual page can be edited and 
displayed on the IBM PC-based automotive terminal using editor programs such as the IBM 
PC Personal Editor without the need to generate such a screen in the graphics all- 
points-addressable mode. This has the effect of greatly reducing the amount of storage 
and time required to generate such a screen. Eight data bytes are required to specify 
such a symbol in all-points-addressable mode while one byte specifies it in the 
alphanumeric mode if the symbol is correctly encoded in ROM. The original character set 
stored in the character generator ROM of the color graphics adapter is shown in Fig. 1. 
The first 128 characters are standard ASCII characters. The remaining 128 characters are 
special characters which are useful in a variety of applications, such as foreign 
language alphabets, scientific and mathematical notations, block diagram generation, 
etc. Each character in this set is composed of an 8 x 8 cell, as shown in Fig. 2, which 
illustrates the bit pattern of character "A". The method disclosed herein modifies the 
last 128 characters of the ROM and implements the special character symbols used in 
automotive diagnostics applications shown in Fig. 3. Fig. 4 is a block diagram of the 
IBM PC Color Graphics Adapter used in the automotive terminal. The ROM is a Mostek 
MK36000-5 8K byte ROM with an access time of 300 ns and a cycle time of 450 ns . Its pin- 
out diagram is shown in Fig. 5A. The 356-character set takes up 2K bytes of memory, and 
it resides in the upper 2K of the ROM. The ROM address lines are configured as shown in 
the table Fig. 5B. RAO-RA2 are the row address lines of the 6845 CRT controller (Fig. 
4) . These lines determine which of the eight rows of a character is being scanned. MDO- 
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MD7 are the memory data Sfcs of the display buffer. These iSIts select one of the 256 
characters in the set the ASCII code of which is stored in the display random-access 
memory ( RAM ) . Consider the letter 'A', for example. Its ASCII code is 41 hex, and its 
dot pattern is shown in Fig. 2. When the ASCII code stored in the display buffer is 
accessed by the CRTC, the outputs MD7-MD0 of the display buffer assume the binary value 
01000001, i.e., 41 hex. When scanning the first row of the character 'A 1 the ROM address 
assumes the binary value 1101000001000, i.e., 1A08 hex. This location in ROM contains a 
data value of 30 hex. When the second row is scanned, the ROM address changes to 1A09 
hex containing a value of 78 hex. Thus the dot pattern of character 'A' consisting of 8 
bytes is stored at ROM address starting at 1A08 hex and ending at 1A0F hex. For the 
second set of 128 characters to be modified, the hex ROM address starts at 1C00 up to 
1FF0. The table in Fig. 6 lists the dot pattern of the special symbols stored at their 
respective ROM addresses. These special symbols were encoded in an erasable programmable 
read-only ( EPROM ) that has the same footprints as the character ROM; i.e., it has the 
same pin-outs as the Mostek ROM. The EPROM selected is a Motorola MCM68766C30 which also 
has the same access and cycle time as the Mostek ROM. As an example, the dot pattern of 
a character symbol is arrived at by drawing the symbol in an 8 x 8 cell (Fig. 7) and 
revising it until it displays legibly on the screen. The dot pattern is then arrived at 
by substituting a binary 1 for every marked box in the cell and a 0 for every blank box. 
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ABSTRACTED- PUB-NO: JP2003002159A 
BASIC-ABSTRACT : 



NOVELTY - An EE PROM storing correction data of impact determination threshold value is 
accessed when ignition switch of the vehicle is operated. The correction value is stored 
in a RAM by judging the alteration of impact determination threshold value in a ROM of 
CPU. A CPU determines the impact for operating the airbag according to the data stored 
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in the RAM . 

USE - For controlling airbag of vehicle. 

ADVANTAGE - Alters data on EE PROM easily while eliminating the need for modification of 
ROM . 

DESCRIPTION OF DRAWING (S) - The figure shows a flowchart of airbag controller. (Drawing 
includes non-English language text) . 
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ABSTRACTED- PUB-NO: JP2 002 044693A 
BASIC- ABSTRACT : 

NOVELTY - A controller maintains the firmware of an old version and corresponding boot 
program in EE PROM (10) and EPROM (11), when the firmware of new version and its relevant 
boot program are written in memories. The old version firmware is stored in back-up area 
of RAM, when the new version firmware is downloaded. When a restoration reset signal is 
received from a CPU (2) during failure, the old version firmware is booted by the stored 
program. 

USE - For electronic switching system such as digital switching system. 

ADVANTAGE - The property and certainity of failure restoration are rapidly improved, 
when the failure due to the fault of new firmware is generated. The old firmware is 
quickly reset while updating the new firmware . 

DESCRIPTION OF DRAWING (S ) - The figure shows the block diagram of the controller of 
electronic switching system. (Drawing includes non-English language text) . 

CPU 2 

EE PROM 10 

EPROM 11 
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TITLE: Non-volatile memory data updating method e.g. for flash ROM in mobile telephone, 
involves reading data from sector having more recent valid data and writing data into 
associated RAM 



INVENTOR: APPLETON, I K 



PRIORITY-DATA: 2000GB-0010285 (April 27, 2000) 



PATENT- FAMILY: 
PUB-NO 

GB 2361783 A 
WO 200182305 Al 
AU 200152359 A 



PUB-DATE 

October 31, 2001 

November 1, 2001 

November 7, 2001 



LANGUAGE 



PAGES 
013 
000 
000 



MAIN- I PC 
G06F012/16 
G11C016/10 
G11C016/10 



INT-CL (IPC) : G06 F 12/16; Gil C 16/10; Gil C 16/22 



ABSTRACTED- PUB-NO: GB 2 3 617 8 3 A 
BASIC-ABSTRACT : 



NOVELTY - A sector (A) having more recent valid data is selected from the memory and the 
data is read from the selected sector. The read data is stored in associated RAM and 
updated. The data in the sector (B) which is not selected, is erased and data from RAM 
is stored in sector (B) . 

DETAILED DESCRIPTION - An INDEPENDENT CLAIM is also included for computer readable 
storage medium storing data updating program. 

USE - For updating data stored in non-volatile memory such as EE PROM, flash ROM used for 
mobile telephone and digital TV set-top decoder. 

ADVANTAGE - Since data from selected sector is stored in associated RAM, the need for 
separate EE PROM is eliminated and the loss of data if power supply is interrupted during 
sector erase phase is prevented. 

DESCRIPTION OF DRAWING (S) - The figure shows the flow diagram explaining method of 
updating data in non- volatile memory. 

Sectors A, B 
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TITLE: Personal data assistant system with changeable system program 
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CN 1230728 A 



PUB-DATE 
October 6, 1999 



LANGUAGE PAGES MAIN- I PC 

001 G06F017/40 



INT-CL (IPC) : G06 F 3/CK); G06 F 13/00; G06 F 17/40 

ABSTRACTED- PUB-NO: CN 1230728A 
BAS I C-ABSTRACT : 

NOVELTY - The personal data assistant system includes : ROM to store updated formula 
program being unchangeable after stored; EPROM to store the first system program 
maintaining after power off; RAM to store download program for downloading the second 
system program to EPROM and personal data; CPU to process external data to obtain 
updated formula program; and display to display input signal. 



USE 



For use as a personal data assistant. 
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COPYRIGHT 2004 DERWENT INFORMATION LTD 

TITLE: Remote writing of firmware to PROM on network board with LAN interface - revising 
or adding files by downloading ROM firmware image from remote LAN device to PROM on 
interactive board 

INVENTOR: BARRETT, L F; KALWITZ, G A ; RUSSELL, W C 
PRIORITY-DATA: 1992US-0978411 (November 18, 1992) 



PATENT- FAMILY: 
PUB-NO 
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June 15, 1994 
April 15, 1999 
April 22, 1997 
March 10, 1999 



LANGUAGE 
E 



PAGES 

079 

000 

062 

000 



MAIN- I PC 

H04L029/06 

H04L029/06 

G06F013/38 

H04L029/06 



http://westbrs:9000/bin/gate.^ 2/3/04 



INT-CL (IPC): G06F 9/445~06F 11/22; G06F 13/38; H04L 29 

ABSTRACTED- PUB-NO: EP 601704A 
BASIC-ABSTRACT : 

The method for remotely writing programmable firmware into a PROM involves activating a 
LAN communication program. The program broadcasts an inquiry through the network for the 
designated interactive network board, to receive its location information, and to 
establish communication with the board. 

A ROM firmware image is downloaded into a RAM on the board. The image is validated and 
the PROM is controlled to erase memory locations, transfer preservable data from the 
PROM into the ROM firmware image and to load into the PROM the ROM firmware image from 
the RAM . The designated board may be re-initialised to execute instructions from the 
firmware image stored in the PROM . 

ADVANTAGE - Allows peripheral e.g. printer, to be intelligent, interactive network 
member eliminating necessity of dedicating personal computer to manage it. 
ABSTRACTED- PUB-NO : 

EP 601704B EQUIVALENT -ABSTRACTS : 

The method for remotely writing programmable firmware into a PROM involves activating a 
LAN communication program. The program broadcasts an inquiry through the network for the 
designated interactive network board, to receive its location information, and to 
establish communication with the board. 

A ROM firmware image is downloaded into a RAM on the board. The image is validated and 
the PROM is controlled to erase memory locations, transfer preservable data from the 
PROM into the ROM firmware image and to load into the PROM the ROM firmware image from 
the RAM . The designated board may be re-initialised to execute instructions from the 
firmware image stored in the PROM . 

ADVANTAGE - Allows peripheral e.g. printer, to be intelligent, interactive network 
member eliminating necessity of dedicating personal computer to manage it. 

US 5623604A 

In a local area network, a method for remotely updating an old ROM firmware image stored 
in a PROM disposed on a designated interactive network board having a local area network 
interface, said method comprising the steps of: 

activating a local area network communication program, said communication program 
operating (i) to broadcast an inquiry through the local area network for the designated 
interactive network board, (ii) to receive location information of the designated 
interactive network board in response to the broadcast inquiry, and (iii) to establish 
communication with the designated interactive network board via the local area network 
interface; 

downloading, over the local area network interface, a new ROM firmware image into a RAM 
on the designated interactive network board; 

verifying that the new ROM firmware image stored in the RAM is valid prior to loading 
the new ROM firmware image from the RAM into the PROM ; 

updating firmware of the PROM, in a case where the new ROM firmware image is valid, by 
(i) storing a predesignated portion of the old ROM firmware image in the RAM, (ii) 
erasing predetermined PROM storage locations, and (iii) loading the new ROM firmware 
image and the predesignated portion of the old ROM firmware image from the RAM into the 
PROM; and 
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re-initializing the designated interactive network board, in a case where the new ROM 
firmware image is valid, using the new ROM firmware image and the predesignated portion 
of the old ROM firmware image loaded in the PROM . 



Review Classification Date Reference 
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L12: Entry 10 of 10 File: DWPI Aug 1, 1990 

DERWENT-ACC-NO: 1990-23352 8 
DERWENT-WEEK : 199031 

COPYRIGHT 2004 DERWENT INFORMATION LTD 

TITLE: Computer controlled data processing system - has EPROM for holding firmware and 
EE PROM for holding patch information for modification to firmware which is controlled by 
computer 

INVENTOR: BELL, D; LOMAS, C 

PRIORITY-DATA: 1989GB-0001932 (January 28, 1989), 1989GB-0027269 {December 1, 1989) 



PATENT- FAMILY: 



PUB-NO 




PUB-DATE 


LANGUAGE 


PAGES 


MAIN- I PC 


GB 2227584 


A 


August 1, 1990 




000 




AU 9048795 


A 


August 2, 1990 




000 




GB 2227584 


B 


September 2, 1992 




000 


G06F012/12 


ZA 9000180 


A 


October 31, 1990 




000 





INT-CL (IPC) : G06F 9/24; G06F 12/12 

ABSTRACTED- PUB-NO: GB 2227584A 
BASIC-ABSTRACT : 

The system has an erasable programmable read-only memory (EPROM) (22) for holding 
firmware. The system also has an electrically-erasable programmable read-only memory 

( EEPROM ) (23) for holding patch information specifying modifications to be made to the 
firmware . In operation, code is copied from the EPROM into a random-access memory ( RAM ) 

(21) and is then patched using the information in the EEPROM . The EEPROM can be accessed 
by a remote computer (18) to write new patches into it. 

The EEPROM has separate areas for holding new and trusted patches. The code is modified 
using the new patches. The new patch area then becomes the trusted patch area. 
Otherwise, the system reverts to the existing trusted patches. 

ADVANTAGE - Updates and modified data held in ROM without need for physical replacement 
of ROM. 

ABSTRACTED- PUB-NO : 

GB 2227584B EQUIVALENT-ABS TRACTS : 

A data processing system comprising:- (a) a data processor (b) a read-only memory for 
holding control information for the data processor, (c) a read/write random access 
memory, (d) an electrically erasable programmable read-only memory ( EEPROM ) for holding 



http://westbrs:9000/bin/gate.exe?f=TOC&state=g40hvp. 1 3. 1 &p_u_userid=tvo2&p_u_user= 2/3/04 



modification information Trefining modifications to be appj^d to the control 
information, (e) means for copying the control information from the read-only memory 
into the random-access memory, and (f) means for using modification information in the 
EE PROM to modify the copy of the control information in the random-access memory. 
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WEST Search History 



DATE: Tuesday, February 03, 2004 

.... ^ Set .~ Hit 

H,de? Name Que * C^unt 

DB=PGPB,USPT,USOC; PLUR=YES; OP=ADJ 



□ 


L21 


118 and (bootpage or boot?page or boot area) 


2 


□ 


L20 


L19and 17 


5 


□ 


L19 


L1 8 and (second near2 (location or area or partition or memory)) 


41 


□ 


L18 


L16 and (fixed near2 (address or vector or jump or branch)) 


106 


□ 


L17 


L16 and 17 


196 


□ 


L16 


L15and RAM 


1321 


D 


L15 


L14 and (EEPROM or EPROM or PROM) 


1643 


□ 


L14 


L8 


/CC7 




DB=EPAB, DWPI, TDBD; PLUR=YES; OP=ADJ 




r— 1 


L13 


L12 and (first and second) 


Z 


□ 


L12 


L11 


10 




DB=EPAB,JPAB,DWPI, TDBD; PLUR=YES; 0P=ADJ 




□ 


L11 


L10and RAM 


19 


□ 


L10 


L9 and (EEPROM or EPROM or PROM) 


79 


□ 


L9 


L8 


1102 




DB=PGPB,USPT l USOC l EPAB,JPAB,DWPIJDBD; PLUR=YES; 0P=ADJ 




□ 


L8 


(ROM or firmware) near3 (versions or updat$ or upgrad$ or modifying or 
modification or modified) 


5669 




DB=PGPB,USPT,USOC; PLUR=YES; 0P=ADJ 




□ 


L7 


L6or (717/122).ccls. 


18180 


□ 


L6 


L5 or L4 or L3 or L2 or L1 


18104 


D 


L5 


(714/6 |714/7 |714/8 |714/9 |714/34 |714/35 |714/41 |714/42 |714/758 
|714/759 |714/763 |714/764 |714/765 |714/766 |714/767 |714/768 
|714/769).ccls. 


4035 


□ 


L4 


(712/13 |712/14 |712/15 |712/36 |712/37 |712/38 [712/39 |712/40 |712/204 
|712/233).ccls. 


1337 


□ 


L3 


(711/1 |711/2 |711/3 |711/4 |711/5 |711/6 |711/100 |71 1/101 |71 1/102 
|711/103 |711/104 |711/105 |71 1/106 |71 1/128 [711/129 |71 1/130 |71 1/1 52 
|711/153 |711/154 |711/155 |711/156 |71 1/157 |711/158 |71 1/159 |71 1/170 
|711/171 |711/172 |711/173 |71 1/205 |71 1/206 |711/207 |71 1/208 |71 1/209 
|711/210 |71 1/221 ).ccls. 


10620 


□ 


L2 


(710/260 |710/261 |71 0/262 |71 0/263 |71 0/264 |71 0/265 |71 0/266 |71 0/267 
|710/268 |710/269).ccls. 


1514 
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n . . (717/168 |717/169 |717/170 |717/171 |717/172 |717/173 |717/174 |717/175 
U L1 |717/176 1717/177 171 7/1 78).ccls. 
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WEST Search History 

DATE: Tuesday, February 03, 2004 

Hide? Name CcL 

DB=PGPB,USPT,USOC,EPAB l JPAB,DWPI,TDBD; PLUR=YES; OP=ADJ 

□ L23 L1 8 and memory near2 partitions 56 

□ L22 L1 8 and (memory near2 (partitions or divid$)) 99 

□ L21 L18 and memory near2 (partitions or dividS) 99 
DB=TDBD; PLUR=YES; OP=ADJ 

□ L20 L18 4 
DB=EPAB; PLUR=YES; OP=ADJ 

□ L19 L18 2 
DB=PGPB,USPT,USOC,EPAB,JPAB,DWPI,TDBD; PLUR=YES; OP=ADJ 

D L18 L1 7 and RAM 1019 

□ L17 L16 and (flash memory or EEPROM or EPROM or PROM) 1389 

□ L1 6 ( m ' croc °de or firmware) near3 (versions or updatS or upgradS or modifying 303g 

or modification or modified) 
DB=PGPB,USPT,USOC; PLUR=YES; OP=ADJ 

□ L15 L14andl7 22 

□ L14 L11 129 
DB=DWPI, TDBD; PLUR=YES; OP=ADJ 

□ L13 L11 0 
DB-EPAB, PLUR=YES; OP=ADJ 

D L12 L11 1 
DB=PGPB,USPT,USOC,EPAB,JPAB,DWPI,TDBD; PLUR=YES; OP=ADJ 

□ L11 UOandRAM 130 

□ L10 L9andl8 160 

□ L9 flash memory and partitions 3508 

n L8 ( R ^ M or firmware ) near3 (versions or updatS or upgradS or modifying or 566g 
modification or modified) 

DB=PGPB,USPT,USOC; PLUR=YES; OP=ADJ 

□ L7 L6or(717/122).ccls. 18180 

□ L6 L5 or L4 or L3 or L2 or L1 18104 

(714/6 |714/7 |714/8 |714/9 |714/34 |714/35 |714/41 |714/42 |714/758 

□ L5 |714/759 1714/763 1714/764 1714/765 1714/766 1714/767 1714/768 4035 

|714/769).ccls. 

(712/13 |712/14 |712/15 (712/36 |712/37 |712/38 |712/39 |712/40 |712/204 
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□ L4 |712/233).ccls. 

(711/1 |711/2 |711/3 |711/4 |711/5 |711/6 |711/100 |71 1/101 |71 1/102 
|711/103 |711/104 |711/105 |711/106 |711/128 |71 1/129 |71 1/130 |71 1/152 

□ L3 |71 1/1 53 |71 1/1 54 |71 1/1 55 |71 1/1 56 |71 1/1 57 |71 1/158 |71 1/1 59 |71 1/1 70 

|711/171 |711/172 |711/173 |71 1/205 |71 1/206 |71 1/207 |71 1/208 |71 1/209 
|711/210 |71 1/221 ).ccls. 

n . 9 (71 0/260 |710/261 |71 0/262 |71 0/263 |71 0/264 |71 0/265 |71 0/266 |71 0/267 

U ^ |710/268 |710/269).ccls. 

n . . (717/168 |717/169 |717/170 |717/171 |717/1 72 |717/173 |717/174 |717/1 75 

u L1 |71 7/1 76 |71 7/1 77 |71 7/1 78).ccls. 
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Hide? 

□ 
□ 

□ 

□ 
□ 
D 
□ 
□ 
□ 
□ 



Set ^ 
Name Quer * 

DB=PGPB,USPT,USOC; PLUR=YES; OP=ADJ 

L1 0 L8 and (fixed near3 (address or vector or table)) 

L9 L8 or (fixed near3 (address or vector or table)) 
DB=PGPB,USPT,USOC,EPAB,JPAB,DWPI,TDBD; PLUR=YES; OP=ADJ 

(ROM or firmware) near3 (versions or updat$ or upgrad$ or modifying or. 
modified or modification) 

DB=PGPB, USPT, USOC; PLUR=YES; OP=ADJ 



L8 



L7 l6or717/122.ccls. 

L6 L5 or 14 or 13 or 12 or 11 

L5 714/6-9,34-35,41 -42,758-759,763-769.ccls. 

L4 712/13-15,36-40,204,233.ccls. 

L3 711/1-6,1 00-1 06, 1 28-1 30, 1 52-1 59, 1 70-1 73,205-21 0,221 .eels. 

L2 71 0/260-269. eels. 

L1 717/168-178.ccls. 



Mil 
Count 

244 
33805 

5669 

18180 
18104 
4035 
1337 
10620 
1514 
1230 
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Hide? K1 — Query **** . 

Name — *" Count 

DB=PGPB,USPT,USOC; PLUR=YES; OP=ADJ 

□ L15 L14andl7 22 

□ L14 L11 129 
DB=DWPI, TDBD; PLUR=YES; OP=ADJ 

□ L13 L11 0 
DB=EPAB; PLUR=YES; OP=ADJ 

□ L12 L11 1 
DB=PGPB,USPT,USOC,EPAB,JPAB,DWPI,TDBD; PLUR=YES; OP=ADJ 

□ L11 L10 and RAM 130 

□ L10 L9andl8 160 

□ L9 flash memory and partitions 3508 

□ L8 ( R 0 M or firmware) near3 (versions or updat$ or upgrad$ or modifying or 

modification or modified) 

DB=PGPB,USPT,USOC; PLUR=YES; OP=ADJ 

□ L7 L6or(717/122).ccls. 18180 

□ L6 L5 or L4 or L3 or L2 or L1 18104 

(714/6 |714/7 |714/8 |714/9 |714/34 |714/35 |714/41 |714/42 |714/758 

□ L5 |714/759 1714/763 1714/764 |714/765 1714/766 1714/767 1714/768 4035 

|714/769).ccls. 

n (712/13 |712/14 |712/15 |712/36 |712/37 |712/38 |712/39 |712/40 |712/204 1W 

u L4 |712/233).ccls. 1jcj/ 

(711/1 |711/2 |711/3 |711/4 |711/5 |711/6 |711/100 |71 1/101 (711/102 
|711/103 |711/104 |711/105 |71 1/106 |71 1/128 |71 1/129 |71 1/130 |71 1/152 

□ L3 |711/153 |711/154 |711/155 |711/156 |711/157 |711/158 |711/159 |711/170 10620 

|711/171 |711/172 |711/173 |71 1/205 (711/206 |711/207 |71 1/208 |71 1/209 
|711/210 |71 1/221 ).ccls. 

n , 9 (71 0/260 |710/261 |71 0/262 |71 0/263 |71 0/264 |71 0/265 |71 0/266 |71 0/267 

u ^ |710/268 |710/269).ccls. 1514 

n . a (717/168 |717/169 |717/170 |717/171 |717/172 |717/173 |717/174 |717/175 

u Ll |717/176 1717/177 |717/178).ccls. 1ZiU 
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